UBND TINH BIEN BIEN  CONG HOA XA HQI CHU NGHIA VIET NAM
SOYTE Poc lap - Tw do - Hanh phic

S6: 2232 ISYT-VP Dién Bién, ngay 07 thang 10 nam 2024
VIV tang cuong bao dam an ninh
mang, an toan cac hé théng thong
tin trén dia ban tinh

Kinh gui: ’
- Céac Phong chtrc nang So Y t¢; ,
- Céac co quan, don vi truc thuoc S Y te.

Thuc hién Cong vian sd 4269/CV-TBATANM ngay 23/9/2024 cta Tiéu
ban an toan, an ninh mang - UBND tinh Dién Bién vé viéc ting cudng cong tic
bao dam an ninh mang, an toan cac h¢ thong thong tin trén dia ban tinh (co van
ban giri kem);

Pé tang cuong cong tac bio dam an ninh mang, an toan hé thong thong
tin trong cac co quan, don vi truc thudc nganh Y té, phong ngira nguy co bi cac
d6i twong xau loi dung dé phat tan, tan cong vao cac hé thong thong tin do cac
co quan, don vi quan 1y, van hanh; chiém quyén diéu khlen tan cong, pha hoai,
truy cap bat hop phap cac thong tin nhay cam, gay mat an toan, an ninh mang.
SO Y té yéu cau cac Phong chirc nang S6 Y té, cac co quan, don vi truc thudoc Sé
thuc hién mot s6 nodi dung sau:

1. Tiép tuc pho bién, quan triét toi toan thé can bd, cong chire, vién chic
va ngudi lao dong chap hanh nghiém cac quy dinh ctia phap luat, hudng dan vé
bdo dam an ninh mang, nhét 1a Luat An ninh mang, Nghi dinh s6 53/2022/ND-
CP ngay 15/8/2022 cua Chinh phu quy dinh chi tiét mot s diéu cia Luat An
ninh mang.

2. Tang cuong cac bién phap giam sat an ninh, an toan h¢ théng mang,
thong qua cac hé thong giam sat, hé thong phong chéng ma doc tap trung dé chu
dong phat hién sém cac hoat dong bat thuong, hanh vi tan cong mang vao hé
thong Thudng xuyén to chire ra soat cac duong dan, khac phuc cac diém yéu, 16
hong bao mat cho cac may chu, img dung mang, phan mem nghiép vy, trong do
wu tién cac hé théng két nbi mang internet, hé thong két ndi véi bén thir 3; thuc
hién ngay viéc sao luu hé théng, dir lidu trén thiét bi luu trir doc 1ap hodc giai
phap twong duong; loai bo hodc nang cap cac mdy tinh, may chu dang str dung
hé diéu hanh khong con dugc hing hd trg cap nhat ban va bao mat.

3. Quan tam bd tri kinh phi dé kip thoi nang cip co so ha tang, ky thuét
bao dam an ninh, an toan théng tin cho Cong/ Trang thong tin dién tir do co
quan, don vi quan ly, van hanh nhu tuong lua, thiét bi phong, chong xam
nhép...Thuc hién t6t quy trinh van hanh, bao tri, bao dudng va phat trién hé
théng, chinh sach an toan thong tin cho Cong/Trang thong tin dién tir; sir dung
méat khau manh va dinh ky thay d6i mat khau tai khoan quan tri (st dung chir in
thuong, in hoa, sb va ky tu dac bi¢t); cap nhat Website 1én phién ban moi nhat,



2
stra 16i va cap nhat cic ma nguén; cai dat phﬁn mém ché)ng virus va phr:in mém
chéng xam nhap dé bao vé dit liéu duoc an toan, ngan chan nguy co truy cap trai
phép tir bén ngoai.

4. Trong truong hop phat hién hoat dong tin cong mang vao cac hé théng
thong tin do cac co quan, don vi dang quan 1y, van hanh thi kip thoi trao doi véi
Cong an tinh - Co quan Thudng truc Tiéu ban (qua phong An ninh mang va
Phong, chong téi pham sir dung cong nghé cao, s6 dién thoai: 0866.130.113) dé
dugc hudng dan, phdi hop xur 1y.

Nhan duoc Cong van nay, dé nghi cic cac Phong chiic ning SO Y té, cac
co quan, don vi truc thudc So thuc hién trién khai nghiém tic, ddm bao dung noi
dung yéu cau./.

Not nhgn: KT. GIAM POC
- Nhu trén; r , -

- Tiéu ban ATAN mang (bao céo); PHO GIAM bOC
- Lanh dao So Y té;

- Luu: VT, VP.
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